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Decision/action requested

Agreement on the approach outlined in this document 
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Rationale

3.1
Roaming Intermediaries are essential for 5G SA

Document S3-233531 [1] in this meeting re-iterates the importance and urgency for the ability to operate roaming hubs in 5GSA context.
As an early adopter of 5G SA, Vodafone sees the need for all opertors to have access to a roaming hub for the following reasons:

· Cost to connect to small operators – each roaming agreement takes time and money both to make and maintain, whilst it is clearly cost effective to make direct agreements with operators that have a large amount of roaming traffic, it is much cheaper for aggregators such as roaming hubs to deal with the smaller networks.  In some cases, there may be a legal requirement to allow roaming with many small operators and in this case the cost can be much less.

· Protection of the PLMNs network – roaming hubs can be used to filter out unwanted connections before they hit your network.  Some roaming hubs are very likely to be more trustworthy than the other network operator and if chosen regionally, this could also prevent traffic at source reducing costs and congestion.

· Simpler revenue collection – Roaming hubs simplify the collection of roaming revenues as the contract is with the roaming hub not the end operator and the roaming hub has more jeopardy if they don’t pay than a smaller operator.

· Political Expediency – Some countries cannot be dealt with directly by companies based in certain countries due to politics,, etc..  Roaming hubs can act as bridges to these countries.

3.2
Roaming Hub requirements and gaps
Document S3-231720 [3] (LS with Roaming Hubbing requirements and LS response to 3GPP SA3 LS(S3-214456) on 5GS Roaming Hubbing) describes the GSMAs Roaming hub requirements.

Document S3-230606 [4] (LS from GSMA 5GMMR to 3GPP on PRINS middle boxes) decribes the Roaming Hub requirements that are not currently met in 3GPP TS 33.501 [2].  They can be summarised as:
· The ability for a Roaming Hub to signal the following error conditions to a PLMN over the N32 interface:
· An expected IE is missing

· An IE is encrypted while it was expected to be available in the clear.

· An IE is not encrypted while its availability in the clear is not required.

· The N32 connection cannot be setup due to contractual reasons.

· The N32 connection cannot be setup due to a connectivity issue.
· The message was not delivered due to contractual reasons.

· The ability for a roaming hub to signal that an individual subscriber's PDU session is to be terminated (per-subscriber bandwidth management).

· The ability for the roaming hub to signal the PLMNs available over its N32 interface.

3.3
Potential ways forward

Both 3GPP SA3 and GSMA have presented multiple ways forward for the implementation of Roaming Hubs in the 3GPP 5GSA specifications. These can be summarised as l-PRINS, 'hop by hop TLS' and 'modified PRINS'.
3.3.1
L-PRINS

L-PRINS is proposed in S3-231721 [5] (LS on GSMA 5GMRR Working solution assumption on L-PRINS and Data Session Control).
3.3.2
Hop by Hop TLS
Hop by Hop TLS is where the roaming hub looks and acts like a PLMN to the originating PLMN.  This is similar to how roaming hubs work in 4G and older.  This method alters the end to end security aspects that were agreed for 5G.
3.3.3
Modified PRINS

Modified PRINS is described in this document and is an evolution of the DoCoMo proposals made in SA3#110.  See below for further information.

3.4
Modifications to PRINS to enable Roaming Hubs securely
3.4.1
Current limitations with PRINS for roaming hubs
PRINS currently allows PLMNs to communicate between each other via up to two Roaming Intermediaries with traceablity of the changes made by those Roaming Intermediaries as they pass through.
PRINS currently does not allow:

· The Roaming Intermediaries to origionate messages.

· The Roaming Intermediaries to terminate messages.

· The Roaming Intermediaries to create error messages to the origionator SEPP if a message is blocked by the Roaming Intermediary.

· The Roaming Intermediaries to close an existing connection in a clean way.

· The Roaming Intermediaries to react to most error messages on the N32 interface.
To correct these limitations, the following changes are proposed to TS 33.501 [2]:

1. CRs to add the ability for Roaming Intermediaries to originate and terminate N32 messages.

2. CR's to add the ability for Roaming Intermediaries to receive all error messages on the N32 interface.

3. CRs to add definitions for Roaming Intermediaries.

The current N32 specification mandates a separate N32 service instance for each PLMN to PLMN connection.  This relies on service automation technologies to be implemented in the roaming hub and the PLMNs.  A CR to agrigate the connection to a Roaming Intermediary whan it is acting as a roaming hub is also proposed.

3.4.2
Add the ability for Roaming Intermediaries to originate N32 messages

As when using a Roaming Hub the contract is between the roaming hub and the PLMN (not between the PLMNs), the IPX needs to be able to origionate and terminate messages (including error messages).  

This allows the roaming hub to do the following whilst maintaining end to end traceability:

· manage it contracts as it will be able to terminate messages that should not be forwarded as they are in contradiction to their roaming agreement and produce the relevant error messages.
· Close connections that require closing for contractual reasons (e.g. for an end of roaming agreement or a predefined limit met).

· Negotiate parameters to match the Roaming Hubs roaming agreements.

The proposed R16 CR in S3-233554 (and its mirrors S3-233555 (R17) and S3-233556 (R18)) adds the ability for the IPX entity to originate and terminate receive messages between itself and a PLMN. 

ACTION: SA3 to agree the R16 CR in S3-233554 (and its mirrors S3-233555 (R17) and S3-233556 (R18)) adds the ability for the IPX entity to originate and terminate receive messages between itself and a PLMN.

3.4.3
Add the ability for Roaming Intermediaries to receive all error messages on the N32 interface.

For efficient working of a roaming hub, in addition to needing the ability to origionate and terminate messages, roaming hubs also need to be able to view and terminate error messages.
Currently, roaming hubs using PRINS cannot see all of the error messages on the N-32 interface.
The proposed R16 CR in S3-233557 (and its mirrors S3-233558(R17) and S3-233559 (R18)) adds the ability for the IPX entity to receive all error messages. 

ACTION: SA3 to agree the R16 CR in S3-233557 (and its mirrors S3-233558(R17) and S3-233559 (R18)) adds the ability for the IPX entity to receive all error messages.

3.4.4
Add definitions for Roaming Intermediaries

The current version of TS 33.501 [2] has incomplete definitions of roaming related terms and (for historical reasons) has used the term IPX provider to mean Roaming Intermediaries in 144 instances.
Currently the following Roaming Intermediaries related definitions and abrieviations are defined in TS 33.501 Rel.18:

Definitions:

"consumer's IPX (cIPX): IPX provider entity with a business relationship with the cSEPP operator.

consumer's NRF (cNRF): The NRF that authenticates the service consumer NF and resides in the PLMN where the service consumer NF is located.
consumer's PLMN (cPLMN): The PLMN where the service consumer NF is located.

consumer's SEPP (cSEPP): The SEPP residing in the PLMN where the service consumer NF is located.

N32-c connection: A TLS based connection between a SEPP in one PLMN and a SEPP in another PLMN. 

NOTE 6d:
This is a short-lived connection that is used between the SEPPs for negotiation of the N32-f protection mechanism, cipher suite and protection policy exchange, and error notifications. Every N32-f connection requires an N32-c connection that was established before establishing N32-f.

N32-f connection: Logical connection that exists between a SEPP in one PLMN and a SEPP in another PLMN for exchange of protected HTTP messages. 

NOTE 6e:
When IPX providers are present in the path between the two SEPPs, an N32-f HTTP connection is setup on each hop towards the other SEPP. 

Operator Group Roaming Hub: Roaming hub used by a group of network operators that reside in the same security domain to consolidate and secure operator group roaming.
producer's IPX (pIPX): IPX provider entity with a business relationship with the pSEPP operator. 

producer's NRF (pNRF): The NRF where the service producer NF is registered in the PLMN where the service producer NF is located.

producer's PLMN (pPLMN): The PLMN where the service producer NF is located.
producer's SEPP (pSEPP): The SEPP residing in the PLMN where the service producer NF is located."
Abbrieviations:

"cIPX
consumer's IPX

cPLMN
consumer's PLMN

cSEPP
consumer's SEPP

IPX
IP exchange service

pIPX
producer's IPX

pNRF
producer's NRF

pPLMN
producer's PLMN 

PRINS
PRotocol for N32 INterconnect Security 

pSEPP
producer's SEPP"

As IPX is used 114 times in the specification and in 4 figures it seams that changing all instances of IPX to Roaming Intermediaries will be confusining and lead to issues in with documents that reference TS 33.501 [2].  In this case it seams reasonable to define the term IPX proveder in this specification as not just meaning IPXs but also Roaming Hubs.
Roaming hub is not defined in this specification despite it being part of the definition of Operator Group Roaming Hub.

IPX provider is not defined anywhere.
Intermediaries is used in several place in the context of roaming but also is not defined.

The proposed R16 CR in S3-233560 (and its mirrors S3-233561(R17) and S3-233562 (R18)) corrects TS 33.501 by adding these new definitions and clarifying the term 'Intermediaries' in clauses 5.9.3.2, 13.2.4.7 and 13.2.4.8.  

NOTE: This change is independent of the other changes.
ACTION: SA3 to agree the R16 CR in S3-233560 (and its mirrors S3-233561(R17) and S3-233562 (R18)) that correct the definitions.

3.4.5
Add the aggregation of PLMN Ids 

Many operators have expressed a wish to aggregate the communications with roaming hubs where the policy is the same for the connected PLMNs the roaming hub is providing communications with.  Document S3-233596 and its mirrors in S3-233597 (R17) and S3-233598 (R18) detail this agregation capability.
ACTION: SA3 to agree the R16 CR in S3-233596 (and its mirrors S3-2335967 (R17) and S3-233598 (R18)) that agreegate multiple PLMNs in the case of roaming hubs.
4
Detailed Proposal

The authors of this paper recommend that SA3:
1. Endorse the principal of the modification of PRINS to allow secure Roaming Hubs.

2. Endorsre the principal that the CRs are essential correction back to release 16.

3. Agree CRs to TS 33.501 to add the ability for Roaming Intermediaries to originate N32 messages and to receive all error messages on the N32 interface.

4. Agree the missing Roaming Intermediaries definitions.

5. Agree the agregation of PLMN_IDs for Roaming Intermediaries.



